LOGIN SECURITY ENHANCEMENTS

To meet Payment Card Industry (PCl) requirements for login security, changes were made for user logins. The
changes apply to accounts for both public registered users and registered contractors.

e Password must be at least 12 characters long

e Password must be at most 64 characters long

e Password must contain at least 1 numbers

e Password must contain at least 1 lowercase characters
e Password must contain at least 1 uppercase characters
e Password must contain at least 1 special characters

e Password must not be a commonly used password
Note: Password is case sensitive.

User accounts will now be locked after a maximum of 6 unsuccessful login attempts.



